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Abstract-In modern retail market, electronic commerce has rapidly gained a lot of attention and also provides instantaneous transactions. In electronic commerce, credit card has become the most important means of payment due to fast development in information technology around the world. The objective of the paper is to develop a credit card fraud detection system in commercial sites. It is designed as a web based application in which transition state model was adopted for the research process. PHP (Hypertext Pre-Processor) is used for application development and MySQL to generate databases. The result shows that the system performance is performing to its task and therefore recommended to electronic commerce owners to ensure data integrity and security of their customers.
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I. INTRODUCTION
Credit card is a means for buying and selling goods and services without having cash in hand [3] . It is a simple way of offering credit to a consumer automatically. A credit card is a plastic card that provides the cardholder electronic access to his/her bank account at a financial institution. Credit card can be used in two ways: physically and virtually. The Physical usage allows an individual to use the card for purchase in any store personally or physically while the virtual usage or online usage allows the card owner to use the card to pay for purchased item online over the internet by just entering the required card details. If an attacker gains access to all information about the card, they can gain access to the account which can result into a substantial financial loss.
The rapid growth of credit card use on the Internet has caused database security loses. Millions of accounts have been compromised [7] .
Incidences of credit card fraud have resulted in huge financial losses as the fraudulent transactions are on the large value transactions. Out of 12 billion transactions made annually, approximately 10 million or one out of every 1200 transactions turned out to be fraudulent in 1999 [6] . In the decade to 2008, general credit card losses have been $0.07 or less per $100 of transactions [5] As enormous growth of e-commerce over the internet, globalization is increased; credit card fraud is one of the biggest threats to commercial websites which can cause huge amount of loss in different countries as a result of credit card usage in an online transaction [1] Considerable scandals that have been experienced in commercial banks with the use of credit cards have reduced the confidence the customers (cardholders) have in their banks, during the past five years or more.
These scandals have financially devastated banks' customers and severely harmed the reputation of some banks. It is in realization of this that various initiatives have put in place to enhance the detection of such fraud. A credit card fraud detection system looks for anomalous or malicious behavior in the pattern of activity of the cardholder II. RELATED WORK A credit card fraud detection system in a commercial (ecommerce) websites is a system that monitors the activities of a cardholder on an e-commerce site for malicious activities or policy violations and ensures that any detected malicious suspicious activity is blocked before the fraudulent act.
Khan et al. [4] remarked that technology plays a vital role in improving the quality of services provided by the business units. One of the technologies which really brought information revolution in the society is internet technology and is rightly regarded as the third wave revolution after agricultural and industrial revolution. The cutting edge today is e-commerce.
Baton et al. [1] highlighted in their paperwork the physical characteristics of credit cards: The size of most credit card is 85.60mm*53.98{3.370in *2.125in} and rounded corners with a radius of 2.88-3.48mm conforming to the ISO/IEC 7810 ID-1standard, the same as debit cards.
Bhatla et al [2] highlighted in their paperwork the role of credit card issuing company, such as banks or credit unions, they enter into agreement with merchants for them to accept their credit cards. Merchants often advertise which card they accept by displaying acceptance marks, generally derived from logo's or this may be communicated in signage in the establishment or in a company material. The credit card issuer, issues a credit card to a customer at the time or after an account has been approved by the credit card provider, which need to be the same entity as the card issuer. The cardholder can then use it to make purchase at the merchant accepting that card. When purchase is made, the cardholder agrees to pay the card issuer. The cardholder indicates consent to pay by signing a receipt with a record of the card details and indicating the amount to be paid or by entering a Personal Identification Number (PIN).
Stephen [16] described that there are statistical and nonstatistical approaches that are useful in credit card fraud detection. Unsupervised approaches for anomaly detection can prove extremely useful in credit card fraud detection. He further said that solid feature engineering is extremely
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Nuno et al., [15] described the development and deployment of a fraud detection system in a large e-tail merchant where they explored the combination of manual and automatic classification that gave insights into the complete development process and compared different machine learning methods. The work paper helped researchers and practitioners to design and implement data mining based systems for fraud detection or similar problems.
Gangeshwer [14] reviewed the conceptual knowledge of search engine marketing (SEM) or e-commerce, literatures, current and future aspects of e-commerce in Indian context and focused on the top motivator factors of shopping online.
John et al [13] compared machine learning techniques on credit card fraud detection. The research investigated the performance of naïve bayes, k-nearest neighbor and logistic regression on highly skewed credit card fraud data. Dataset of credit card transactions was sourced from European cardholders containing 284,807 transactions. A hybrid technique of under-sampling and oversampling were carried out on the skewed data. The work was implemented in Python.
Masoumeh and Pourya [12] worked on the application of Credit Card Fraud Detection using Bagging Ensemble Classifier. They trained various data mining techniques used in credit card fraud detection and evaluate each methodology based on certain design criteria. After several trial and comparisons; they introduced the bagging classifier based on decision three, as the best classifier to construct the fraud detection model.
Alex et al. [11] proposed a customized classification algorithm for credit card fraud detection. They presented a customized Bayesian Network Classifier (BNC) algorithm for a real credit card fraud detection problem. They created Fraud-BNC that was automatically performed by a HyperHeuristic Evolutionary Algorithm (HHEA), which organized the knowledge about the BNC algorithm into taxonomy and searched for the best combination of these components for a given dataset.
Delamaire et al. [10] reviewed credit card fraud and detection techniques. The main aims are to identify the different types of credit card fraud and to review alternative techniques that have been used in fraud detection. Different publications on credit card fraud detection were compared and analysed. The significance of the application of the techniques reviewed was in the minimization of credit card fraud. Yet there were still ethical issues when genuine credit card customers were misclassified as fraudulent.
Dheepa and Dhanapal [8] analysed methods of credit card fraud detection. They presented three methods to detect fraud. The main task was to explore different views of the same problem and see what can be learned from the application of each different technique. Different techniques were used such as Clustering model, Guassian Mixture model and Bayesian network. Clustering model was used to classify the legal and fraudulent transaction using data clusterization of regions of parameter value and Gaussian Mixture model was used to model the probability density of credit card user's past behavior so that the probability of current behavior can be calculated to detect any abnormalities from the past behavior. Lastly, Bayesian networks were used to describe the statistics of a particular user and the statistics of different fraud scenarios.
Dahee and Kyungho [9] worked on a survey and Implementation of financial fraud detection under IoT environment. They described financial fraud under IoT environment as the fast-growing issue through the emergence of smartphone and online transition services. They surveyed financial fraud methods using machine learning and deep learning methodology from 2016 to 2018. Their approach proposed the overall process of detecting financial fraud based on machine learning and compared with artificial neural networks approach to detect fraud and process large amounts of financial data. The final model was validated by the actual financial transaction data occurring in Korea, 2015.
III. METHODOLOGY
Due to fraud that costs consumers and the financial company billions of dollars annually; and fraudsters continuously try to find new rules and tactics to commit illegal actions, therefore there is need to design fraud detection systems for banks and financial institution to minimize their losses.
The aim of this study is to detect fraudulent operations on credit card at the point of transaction on an e-commerce site by the card holder's spending habit using transition state model. This study considers the spending routines of the cardholder. In this study, transactions of the credit card processing series are modeled by the stochastic procedure. The system consists of the transaction section, the detection section and the monitoring section used by the card issuing bank. To map the bank card transaction processing operation in terms of transaction state model, the past numbers "n" of transactions of the cardholder is categorized into three categories the low, medium and high.
To achieve the stated objectives, transition state model was adopted. The system takes the state of the past transactions which could be low, medium or high, compare it with the new transaction under processing, if the previous state match with the new state, transaction is allowed; otherwise, the transaction process is treated as fraudulent.
The design was a web-based application and implemented on a database using MYSQL (My Structured Query Language). For the front-end of the application Hypertext Mark-up Language (HTML) and Cascading Style Sheet (CSS) are used while Hypertext Pre-processor is used to handle the server-side of the design. This work is done as a result to solve the problems usually encountered in most companies. The system architecture is presented in Fig. 1 . From the above architecture, the user/cardholder logs on to the e-commerce site, performs his/her transaction with their card, at the verification phase the user tries to check out and pay for the goods purchased, the profile creation of the user comes in, if the user is new, in order to determine the state of the transaction of the new user, it does the categorization using the card limit of the new users, otherwise, the categorization is done using the past transactions.
In order for the transaction to be carried out by the new user to be successful, the cardholder is required to answer some security question i.e. what's the name of your favorite food? what is your mother maiden name? etc. The system continually observes the cardholders spending habit, if the state changes, it takes the change of state to be fraudulent, then request for the security information to be answered.
A. Design Phase
Once a transaction process has been initiated, the system fetches the past transactions of the user and performs probabilistic calculations on it using the transitional state model given above. The spending habit of the user is determined from the categorization of the past transactions. The state of the past transactions is compared with the new transactions for fraudulent detection, if the previous state matches the new state, the transaction is allowed, otherwise, the transaction is denied.
B. Transition State Model (TSM)
Transition state model is assumed to be a statistical model which deals with probability distribution. Transitions among the states are governed by a set of probabilities according to the probability distribution. It is only the outcome, not the states that is visible to an external observer. It is a solution for addressing detection of fraud transaction through credit card. 
D. Transaction Processing
In the transaction processes are presented below, the customer:
1. login 2. scan through the e-commerce website, add product to cart 3. supplies credit card information 4. If valid, transition state categorization/verification is done to determine the customer spending habit. 5. If transaction id found not to be fraudulent, access is allowed 6. If transaction is detected to be fraudulent, security questions are provided 7. If answers to security questions provided are right, access is allowed. 8. If not, access is denied. From the above highlighted transaction process, username and password as a form of encryption is used for the user validation. The user has the ability to add items to cart which can later be checked out and subjected to further processing.
On the payment portal as seen in Fig. 5 , the user is requested to supply a card detail which is validated as well. During the process, transition state model was used to determine the spending pattern of the user. If there is change in the user's state, the system treats the card holder and the current transaction as fraud where security questions are used for verification. If correct answers to the given security questions are correct, such transaction is allowed, otherwise, the current transaction is denied and the card is subjected to blockage.
IV. SYSTEM (CCFDS) OUTPUT
Following the procedures in Algorithm for the dsign of CCFDS, the product interfaces are produced. Fig. 3 contains various categories of items (produts) to shop and their prices. The user click Add to CART to indicate the products to purchase. Fig. 5 is the Admin Dashboard where the dashboard displays product management, customer management ans system setting. The number of total products, number of total orders,and numbers of customers are displayed. The board contains Ordering Tablefor products, price, order id and dellivery status. 
